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Background
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https://medium.com/@ugurekmekci/real-time-user-activity-tracking-w-divolte-collector-and-kafka-d8c106313400

• Websites use advertising and 
marketing for monetization

• built-in anti-tracking countermeasures
• potential third-party cookie phase-out

• Tracking by email addresses
• enables cross-site, cross-platform, 

persistent tracking
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Objectives
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• Measure email and password collection prior to form submission
• effect of location: EU vs. US
• effect of consent

• mobile vs. desktop
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Method – Web Crawler 
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• Built on Tracker Radar Collector (developed by DuckDuckGo)  
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Dataset & Results (No interaction with the consent dialogs)
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Overview of desktop crawl statistics based on servers located in EU and the USA

Email Password

EU US EU US

Visited websites 99,380 99,437 99,380 99,437

Websites where we filled 52,055 53,038 31,002 31,324

Leaks to 1st party 4,395 5,518 89 92

Leaks to 3rd party 2,633 3,790 87 87

Leaks to trackers 1,844 2,950 48 49
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Results - Email Leaks
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EU US

Name Domain Num 
Sites

Name Domain Num 
Sites

Taboola  taboola.com 327 LiveRamp rlcdn.com 524

FullStory fullstory.com 182 Taboola taboola.com 383

Adobe  bizible.com 160 Adobe bizible.com 191

Yandex yandex.com 121 BounceX bouncex.net 189

Awin
awin1.com 113

Awin
awin1.com 119

zenaps.com 112 zenaps.com 118

Top 5 tracker domain receiving emails
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email_leak_shopify.com.mp4
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Results - EU vs US

9 28/06/2022

EU US

Visited websites 99,380 99,437

Websites where we filed 52,055 53,038

Emails sent to 1st party 4,395 5,518

Emails sent to 3rd party 2,633 3,790

Emails sent to trackers 1,844 2,950

60% difference

addthis.com, yahoo.com, 
doubleclick.net and criteo.com Only appear in the US crawl
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Results - Received Emails
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Email from: diabetes.org.uk
Tracker domain: freshaddress.biz

● 290 emails from 88 distinct sites
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Results - Password Leaks on 52 websites
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Incidental collection by

● Yandex Metrica: due to React framework (50 websites)

● Mixpanel: due to outdated SDK usage (1 website)

● LogRocket: No response (1 website)
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toyota.ru.password_leak.mp4
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- Triggered when the user clicks any 
link (Facebook) or button on the 
page.
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Leaks to Facebook & TikTok

EU US

Facebook 7,379 8,438

TikTok 147 154
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GDPR Requests
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● Were not aware & removed

○ fivethirtyeight.com (via Walt Disney’s DPO)

○ trello.com (Atlassian)

● Marriott: Glassbox is used for customer care, 
technical support, and fraud prevention

First parties: 30/58 replied

Third parties: 15/28 replied ● Adobe and Yandex: Referred to corresponding first parties

● Taboola: ad & content personalization, CMP misconfiguration

0/33 first parties replied
(Websites in the US crawl)

● No response from these 33 websites.
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Browser add-on: LEAKINSPECTOR
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• Detects sniff attempts

• Blocks leaky requests
• https://github.com/leaky-forms/leak-inspector



LeakyForms - CNIL Privacy Research Day17 28/06/2022

leak_inspector_demo.mp4
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- Email leaks on 1,844 (EU), 2,950 (US) websites

- Password leaks on 52 websites due to session replay scripts

- Uncovered 41 unlisted tracking domains

- Developed a transparency browser add-on that detects and blocks personal 

data exfiltration from online forms

18

Summary
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Any Questions?

Source code: https://github.com/leaky-forms/leaky-forms

Project website: https://homes.esat.kuleuven.be/~asenol/leaky-forms

https://github.com/leaky-forms/leaky-forms

