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Background
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https://medium.com/@ugurekmekci/real-time-user-activity-tracking-w-divolte-collector-and-kafka-d8c106313400

• Websites use advertising and 
marketing for monetization

• built-in anti-tracking countermeasures
• potential third-party cookie phase-out

• Tracking by email addresses
• enables cross-site, cross-platform, 

persistent tracking
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Motivation
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• PII collection before form submission 
on a mortgage calculator website 
(Gizmodo, 2017)

• A 2018 survey:
• 81% of the 502 respondents 

have abandoned forms at least 
once

• 59% abandoned a form in the 
last month [6].
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Goals

4 24/02/2022

• Measure email and password collection prior to form submission
• effect of location: EU vs. US

• effect of consent

• mobile vs. desktop
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Method – Web Crawler 
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• Built on Tracker Radar Collector (developed by DuckDuckGo)  
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Method – Email field and CMP detection
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• Consent-O-Matic: browser extension that can 
recognize and interact with Consent 
Management Provider (CMP) pop-ups [7]

• Fathom: A supervised learning framework 
specialized to detect webpage parts [8]]
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Method – Leak Detection
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• Based on Englehardt et al.’s method [3]
• search for different encodings and hashes of search terms

• Identified two new encodings and one hash method
• LZString, custom mapping, hashing with a fixed salt
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Method – Tracker Labeling
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• Disconnect

• Whotracks.me

• DuckDuckGo (tds.json)

• uBlock Origin

• + Manual labeling
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Crawls
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• 8 Crawls , 100K websites, 2.8M pages, May & June 2021
• 2 locations: EU (Frankfurt), US (NYC)
• 3 consent modes:

• no action (100K)
• accept all (7,220)
• reject all   (7,220) 

• Mobile 
• EU, US

• 100K – no action
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Dataset
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Overview of crawl statistics based on servers located in EU and the USA
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Results - Leaks
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• Discovered 41 unlisted tracker domains
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Results - Email Leaks
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Results - Top ten websites
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Results - Website Categories
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Results - HTTP - WebSocket Usage
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• 15 websites in the EU
• 14 websites in the US

WebSocket • To four tracker domains:
○ hotjar.com
○ freshrelevance.com
○ noibu.com
○ decibelinsight.net

http://freshrelevance.com/
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Results - EU vs US
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60% difference

addthis.com, yahoo.com, 
doubleclick.net and criteo.com Only appear in the US crawl
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Results - EU vs US
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rlcdn.com sends HTTP 
451 error: Unavailable For 
Legal Reasons
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Results - EU vs US
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in the EU in the US

Same script (from securedvisit.com) served with different content 
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Results - The Effect of Consent
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13%0.05%
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Results - Mobile
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Results - Received Emails
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Email from: diabetes.org.uk
Tracker domain: freshaddress.biz

● 290 emails from 88 distinct sites
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Results - Received Emails
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Email from: mypillow.com
Tracker domain: listrakbi.com

Email from: walmart.com.mx
Tracker domain: veinteractive.com

http://www.walmart.com.mx/
https://dtrcusa.veinteractive.com/FormMappings
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Results - Password Leaks on 52 websites
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Incidental collection by
● Yandex Metrica: due to React framework (41 websites)
● Mixpanel: due to outdated SDK usage (1 website)
● LogRocket: No response (1 website)
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Results - Password Leaks
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Incidental collection by
● Yandex Metrica: due to React framework (on 41 websites)
● Mixpanel: due to outdated SDK usage (only on one website)
● LogRocket: No response (only on one website)
● Additional crawl on Jan, 22

○ Fullstory
○ Hotjar
○ LogRocket
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Password collection disclosures
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● Notified more than 50 websites about the password collection

● Reached out to all third parties
○ Yandex and MixPanel released an update
○ LogRocket never replied 

● Reached out to first parties
○ With Russian translation of the email
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 Does Email Exfiltration Comply With the GDPR?
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Is the controller 
is based in the 
EU?

Does the company offers goods 
or services to Europeans?

Do the company 
‘monitors’ the behavior 
of people in the EU?

Is the GDPR relevant for companies outside Europe?
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 Does Email Exfiltration Comply With the GDPR?
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1
Transparency principle

Personal data must be processed 

‘fairly and in a transparent manner’

2 Purpose limitation principle

Controllers can only collect personal data if 

they specify a clear purpose in advance

3
The requirement for a legal 

basis such as consent

The controller always needs a ‘legal 

basis’ to process personal data
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GDPR Requests
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30/58 first parties replied

52%
● Were not aware & removed

○ fivethirtyeight.com (via Walt Disney’s DPO)

○ trello.com (Atlassian)

○ lever.co, branch.io and cision.com 

● Marriott: Glassbox is used for customer care, 
technical support, and fraud prevention

● Tapad, not offering their services to UK & EEA 
users since August, 2021
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GDPR Requests
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15/28 third parties replied

53%
● Adobe, FullStory and Yandex: Suggested our 

GDPR request to the corresponding first 
parties

● Taboola: Only collect email hashes after 
getting user consent
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Outreach to identified websites in the US crawl
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0/33 first parties replied

0%
● We sent a friendly notification rather than 

a formal GDPR request.

● We did not get any response from these 
33 websites.
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Countermeasures
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• Browser add-ons block requests to tracker domains

• Private email relay services hide users’ emails
• Apple, Mozilla, DuckDuckGo

• There was NO tool for detection, protection of sniff & exfiltration on online forms. 
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Browser add-on: LEAKINSPECTOR
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• Request Blocker
• Filters & blocks leaky 

requests to trackers

• Sniff Blocker
• Detects and logs input sniff 

attempts by trackers

• The UI is based on 
DuckDuckGo Privacy 
Essentials
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Implementation Details - Detection of Sniff Attempts
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Check all interesting input fields
• Modify getter method of HTMLInputElement
• Process the stack trace
• Compose a list of script origins
• Check the script domain is same or not with the 

domain of the page URL
• Highlight the sniffed input field
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Implementation Details- Detection of Leaky Requests
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Before each request was 
sent to the its end points
• Check the POST body and 

URL in the request
• Encoded, hashed, 

obfuscated, cleartext version 
of the input value is in the 
request

• Leak detector implemented 
based on methodology 
proposed by Englehardt et 
al. (PETS’18) [3] 
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Features
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https://docs.google.com/file/d/1wg8ilowTJEBOcste3oNI1YskA0p-0Ve6/preview
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- Email leaks on 1844, 2950 websites, EU, US, resp.
- Password leaks on 54 websites due to session replay scripts
- Uncovered 41 unlisted tracking domains
- Developed a transparency extension that detects PII sniffs and leaks

47

Wrap up
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- Collection of hashed personal information prior to submission from forms 
when the user navigates away from the page.

48

Leaks to Facebook & TikTok

EU US

Facebook 7,379 8,438

TikTok 147 154
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Any
Questions?
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