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https://medium.com/@ugurekmekci/real-time-user-activity-tracking-w-divolte-collector-and-kafka-d8c106313400

• Websites use advertising and 
marketing for monetization

• built-in anti-tracking countermeasures
• potential third-party cookie phase-out

• Tracking by email addresses
• persistent, cross-site, cross-platform

Background
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• PII collection before form submission 
on a mortgage calculator website 
(Gizmodo, 2017)

• A 2018 survey (n=502):

• 81% abandoned forms at least 
once

• 59% abandoned a form in the last 
month

Motivation
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https://docs.google.com/file/d/1Ib6mPZrwSUerJeo7w2_DEnKNP3dRJzTq/preview
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• Measure email and password collection prior to form submission
• effect of location: EU vs. US

• effect of consent

• mobile vs. desktop

Study Objectives
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• Built on Tracker Radar Collector (developed by DuckDuckGo)  

Method – Web Crawler 
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Method – Email field detection

7 17/10/2023

• Fathom: A supervised learning framework 
specialized to detect webpage parts [8]
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Method – CMP detection
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• Consent-O-Matic: browser extension that can 
recognize and interact with Consent 
Management Provider (CMP) pop-ups [7]

• Consent modes:

• No-action

• Accept-all

• Reject-all

• ≈7,700/100K
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Method – Leak Detection
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• Based on Englehardt et al.’s method [3]

• search for different encodings and hashes of search terms

• Identified two new encodings and a hashing method

• LZString, custom mapping, hashing with a fixed salt
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Method – Tracker Labeling
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• Only considered leaks to tracker domains

• Block-lists we used:

• Disconnect

• Whotracks.me

• DuckDuckGo (tds.json)

• uBlock Origin

• + Manual labeling
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Crawls (May, June 2021)
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Crawl Option
EU US

no-action accept-all reject-all mobile no-action accept-all reject-all mobile

Crawled URLs 100K 7,720 7,720 100K 100K 7,720 7,720 100K

Visited websites 99,380 7,716 7,716 99,363 99,437 7,714 7,716 99,409

Crawled pages 625,143 44,752 40,385 597,791 690,394 51,735 49,260 668,848

> 2.8 million pages
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Results
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Email Password

EU US EU US

Websites where we filled 52,055 53,038 31,002 31,324
Leaks to 1st party 4,395 5,518 89 92
Leaks to 3rd party 2,633 3,790 87 87
Leaks to trackers 1,844 2,950 48 49
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Prominent Tracker Domains
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EU US

Name Domain Num 
Sites Name Domain Num 

Sites

Taboola  taboola.com 327 LiveRamp rlcdn.com 524

FullStory fullstory.com 182 Taboola taboola.com 383

Adobe  bizible.com 160 Adobe bizible.com 191

Yandex yandex.com 121 BounceX bouncex.net 189

Awin
awin1.com 113

Awin
awin1.com 119

zenaps.com 112 zenaps.com 118
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Top ten websites
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EU US

Rank Website 3rd-party Rank Website 3rd-party

154 usatoday.com* taboola.com 95 issue.com taboola.com

242 trello.com* bizible.com 128 businessinsider.com taboola.com

243 independent.co.uk* taboola.com 154 usatoday.com taboola.com

300 shopify.com bizible.com 191 time.com bouncex.net

328 marriott.com glassboxdigital.io
196 udemy.com

udemy.com

awin1.com

567 newsweek.com* rlcdn.com zenaps.com

705 prezi.com taboola.com 217 healthline.com rlcdn.com

754 branch.io* bizible.com 34 foxnews.com rlcdn.com

1,153 prothomalo.com facebook.com 242 trello.com* bizible.com

1,311 codecademy.com fullstory.com 278 theverge.com rlcdn.com

1,543 azcentral.com* taboola.com 288 webmd.com rlcdn.com

*: Not reproducible anymore as of February 2022.
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Website Categories
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                                             EU/US EU US

Categories Sites Filled sites Leaky sites Filled sites Leaky sites

Fashion/Beauty 1,669 1,176 131 (11.1%) 1,179 224 (19.0%)

Online Shopping 5,395 3,658 345 (9. %) 3,744 567 (15.1%)

General News 7,390 3,579 235 (6.6%) 3,848 392 (10.2%)

Software/Hardware 4,933 2,834 138 (4.9%) 2,855 162 (5.7%)

Business 13,462 7,805 377 (4.8%) 7,924 484 (6.1%)

….. ….. ….. ….. ….. …..

Gov’t/Military 3,754 939 3 (0.5%) 974 7 (0.7%)

Pornography 1,388 528 0 (0.0%) 645 0 (0.0%)
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EU vs US
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Num distinct websites EU US

Visited websites 99,380 99,437

Websites where we filled 52,055 53,038

Emails sent to 1st party 4,395 5,518

Emails sent to 3rd party 2,633 3,790

Emails sent to trackers 1,844 2,950

60% difference

addthis.com, yahoo.com, 
doubleclick.net and criteo.com Only appear in the US crawl

19 17/10/2023
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Results - EU vs US
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rlcdn.com sends HTTP 
451 error: Unavailable For 
Legal Reasons
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Results - EU vs US
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in the EU in the US

Same script (from securedvisit.com) served with different content 
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Email from: diabetes.org.uk
Tracker domain: freshaddress.biz

● 290 emails from 88 distinct sites
○ Offer a discount, or 

○ Invite us back to their site

Received Emails
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Email from: mypillow.com
Tracker domain: listrakbi.com

Email from: walmart.com.mx
Tracker domain: veinteractive.com

Received Emails

http://www.walmart.com.mx/
https://dtrcusa.veinteractive.com/FormMappings


LeakyForms - OWASP Chapter Meeting24 17/10/2023

• Incidental collection on 52 sites by
• Yandex Metrica: due to React framework (50 websites)
• Mixpanel: due to outdated SDK usage (1 website)
• LogRocket: No response (1 website)

• Fixed thanks to our disclosures

Password Leaks



LeakyForms - OWASP Chapter Meeting25 17/10/2023

https://docs.google.com/file/d/1Z1CC0axDzxvqVJzzcG8YYOg3xFnrQnLw/preview
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 Does Email Exfiltration Comply With the GDPR?
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Is the controller 
is based in the 
EU?

Does the company offers 
goods or services to 
Europeans?

Do the company 
‘monitors’ the 
behavior of people 
in the EU?

Is the GDPR relevant for companies outside Europe?
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 Does Email Exfiltration Comply With the GDPR?
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1
Transparency principle

Personal data must be processed 

‘fairly and in a transparent manner’

2 Purpose limitation principle

Controllers can only collect personal data 

if they specify a clear purpose in advance

3
The requirement for a legal 

basis such as consent

The controller always needs a ‘legal 

basis’ to process personal data
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● Were not aware & removed

○ fivethirtyeight.com (via Walt Disney’s DPO)

○ trello.com (Atlassian)

● Marriott: Glassbox is used for customer care, 
technical support, and fraud prevention

First parties: 30/58 replied

Third parties: 15/28 replied ● Adobe and Yandex: Referred to corresponding first parties

● Taboola: ad & content personalization

0/33 first parties replied
(Websites in the US crawl)

● No response from these 33 websites.

Outreach Efforts
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• Closer look to Facebook

• Due to Automatic Advanced 

Matching feature of 

Facebook/Tiktok Pixel 

(scrapes personal 

information from forms)

29

Leaks to Facebook & TikTok

29 17/10/2023
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Leaks to Facebook & TikTok

30 17/10/2023
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https://docs.google.com/file/d/1C1VbEG_5bjDm9ZCAFVEzkI6SyGqYS1nE/preview
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https://docs.google.com/file/d/1xYT9wkwJR5ae7gKAd76XjiK-agrtkNxw/preview
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EU US

Facebook 7,379 8,438

TikTok 147 154

● Triggered when the user 
clicks any link or button on 
the page

Leaks to Facebook & TikTok

33 17/10/2023
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• Adblockers that block requests to tracker domains

• Private email relay services that hide users’ emails

• Apple, Mozilla, DuckDuckGo

• e.g. testuser@duck.com-> testuser@gmail.com

• NO tool for detection and prevention of sniff & exfiltration on online forms

Countermeasures

34 17/10/2023

mailto:testuser@duck.com
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• Proof-of-concept browser add-on
• (https://github.com/leaky-forms/leak-inspector)

• Detects sniff attempts

• Blocks leaky requests

LEAKINSPECTOR

35 17/10/2023
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LEAKINSPECTOR



LeakyForms - OWASP Chapter Meeting3737 17/10/2023

https://docs.google.com/file/d/1wg8ilowTJEBOcste3oNI1YskA0p-0Ve6/preview
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• Email leaks on 1,844 (EU), 2,950 (US) websites

• Password leaks on 52 websites due to session replay scripts

• Uncovered 41 unlisted tracking domains

• Developed a transparency browser add-on that detects and 

blocks personal data exfiltration from online forms

38

Summary

38 17/10/2023
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• Source Codes:

17/10/202339

Any Questions?

39 17/10/2023

• Project’s Website


